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IN THE UNITED STATES DISTRICT COURT FOR THE 
 

EASTERN DISTRICT OF VIRGINIA 
 

Alexandria Division 

UNITED STATES OF AMERICA 
 

v. 
 
BOSUNG SHIM, 

 
Defendant 

CRIMINAL NO. 1:13-cr-367 
 
Hon. T. S. Ellis, III 
 
SENTENCE DATE: December 13, 2013 

POSITION OF THE UNITED STATES 

WITH RESPECT TO SENTENCING 

 Defendant Bosung Shim has pleaded guilty to the charge of Intentionally Accessing a 

Protected Computer without Authorization and Recklessly Causing Damage as a Result, in 

violation of Title 18, United States Code, Section 1030(a)(5)(B).  In the Presentence 

Investigation Report, the United States Probation Office determined that Mr. Shim has an 

Offense Level Total of 12, with a Criminal History Category of I, resulting in a Guidelines Range 

of 10 to 16 months of incarceration.  The United States respectfully requests a sentence of ten 

(10) months of incarceration followed by a one (1) year term of supervised release.  The United 

States also requests that the Court enter consent orders as to forfeiture and restitution. 

I. Offense of Conviction 

 On October 4, 2013, Mr. Shim pleaded guilty to the Information, (Dkt. 2), which charges 

him with computer fraud, in violation of Title 18, United States Code, Section 1030(a)(5)(B).  

(Dkt. 5, Minute Entry.)  The offense is a Class D felony, with a maximum penalty of up to five 

(5) years of incarceration, 1-3 years of supervised release, a fine of up to $250,000, and a $100 
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special assessment.  See 18 U.S.C. §§ 1030(c)(4)(A)(i) (computer fraud), § 3559(a)(4) 

(sentencing classifications), and 3583(b)(2) (supervised release). 

II. The Presentence Investigation Report 

 The United States has reviewed the Presentence Investigation Report (“PSR”), (Dkt. 11, 

12), and agrees with the Probation Officer’s calculations and conclusions.  In accordance with 

the United States Sentencing Commission, Guidelines Manual (“Sentencing Guidelines” or 

“U.S.S.G”), under the terms of the plea agreement, the United States believes that the Offense 

Level Total is 12, with a Criminal History Category of I, resulting in a Sentencing Guidelines 

Range of 10 to 16 months of incarceration, calculated as follows: 

•••• Mr. Shim’ base offense level is 6 because he committed Computer Fraud, pursuant to 
U.S.S.G. § 2B1.1;  

•••• The offense level must increase by 6 because the loss amount was between $30,000 
and $70,000, pursuant to U.S.S.G. § 2B1.1(b)(1)(D); 

•••• The offense level must increase by 2 because Mr. Shim’ offense involved 
sophisticated means, pursuant to U.S.S.G. § 2B1.1(b)(10)(C); and,  

•••• Given Mr. Shim’ acceptance of responsibility and timely notification of his intention 
to enter a plea of guilty, a 2-level reduction in offense level is appropriate under 
U.S.S.G. § 3E1.1(a).   

III. Legal Standard for Sentencing 

 The Supreme Court of the United States held in United States v. Booker that although the 

United States Sentencing Guidelines are advisory, courts “must consult these Guidelines and take 

them into account when sentencing.”  543 U.S. 220, 264 (2005).  Procedurally, in imposing a 

sentence, the Court should start with the Sentencing Guidelines.  United States v. Gall, 552 U.S. 

38, 49 (2007); United States v. Hughes, 401 F.3d 540, 546 (4th Cir. 2005) (concluding that “a 

district court shall first calculate (after making the appropriate findings of fact) the range 

prescribed by the guidelines”). 
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 After calculating the Guidelines range, the Court should then consider the arguments of 

the parties, in light of the factors set forth in Title 18, United States Code, Section 3553(a), 

pursuant to which the Guidelines “serve as one factor among several courts must consider.” 

Kimbrough v. United States, 552 U.S. 85, 90 (2007); see also Gall, 552 U.S. at 49-50 

(concluding that the court should “consider all of the § 3553(a) factors to determine whether they 

support the sentence requested by a party”).  Title 18, United States Code, Section 3553(a) 

provides:  

The court, in determining the particular sentence to be imposed, shall consider –  
 (1) the nature and circumstances of the offense and the history and 
characteristics of the defendant;  
 (2) the need for the sentence imposed –  
  (A) to reflect the seriousness of the offense, to promote respect for 
the law, and to provide just punishment for the offense;  
  (B) to afford adequate deterrence to criminal conduct;  
  (C) to protect the public from further crimes of the defendant; and  
  (D) to provide the defendant with needed educational or vocational 
training, medical care, or other correctional treatment in the most effective 
manner;  
 (3) the kinds of sentences available;  
 (4) the kinds of sentence and the sentencing range established for –  
  (A) the applicable category of offense committed by the applicable 
category of defendant as set forth in the guidelines – 
  ...  
 (5) any pertinent policy statement – 
  ...  
 (6) the need to avoid unwarranted sentence disparities among defendants 
with similar records who have been found guilty of similar conduct; and  
 (7) the need to provide restitution to any victims of the offense. 

IV. Application of Sentencing Factors 

 Title 18, United States Code, Section 3553(a)(1) provides that, in determining a sentence, 

courts must consider the nature and circumstances of the offense, as well as the history and 

characteristics of the defendant.  Additional factors outlined in § 3553(a)(2) include the need for 

the sentence to reflect the seriousness of the offense; to promote respect for law; to provide just 
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punishment for the offense; to afford adequate deterrence to criminal conduct; and to protect the 

public from further crimes of the defendant.  18 U.S.C. § 3553(a)(2)(A)-(C).  Applying these 

sentencing factors demonstrates that a sentence of ten (10) months of incarceration, followed by 

a one (1) year term of supervised release, is appropriate and reasonable. 

 Mr. Shim was born in March 1989, in Seoul, South Korea, see PSR at ¶ 58, making him 

roughly 22 years old when he first attempted to hack into a protected computer.  Id. at ¶ 18.  

Despite growing up in multiple countries, Mr. Shim had a supportive family.  Id. at ¶¶ 60-61.  

Mr. Shim’s parents are both doctors in South Korea and moved to Canada when Mr. Shim was 

approximately fourteen (14) years old so that Mr. Shim and his brother would have “better 

educational opportunities.”  Id. at ¶¶ 58-59.  Mr. Shim subsequently attended the University of 

Michigan and his brother is currently studying dentistry at Case Western.  Id. 

 From approximately June 2011 through December 2012, after graduating from college, 

Mr. Shim repeatedly attempted to gain unauthorized access to multiple victims’ computers, 

including the University of Michigan and the Association of American Medical Colleges 

(“AAMC”), and perpetrated related fraud against additional victims, including the National 

Institutes of Health (“NIH”).  Id. at ¶¶ 18-38.  From May 2012 to September 2013, Mr. Shim 

worked at a biomedical research position at NIH that he obtained through fraud.  Id. at ¶¶ 24, 71.  

During that period, specifically between July and December 2012, in addition to personally 

attempting to hack into computers belonging to the AAMC, Mr. Shim also hired multiple hackers 

to assist him in his attempts to gain unauthorized access.  Id. at ¶¶ 28-37.   

 In addition to the other attempts to access the AAMC over the previous several months, 

over a ten (10) day period in September 2012, at Mr. Shim’s direction, the hired hackers 

repeatedly accessed AAMC’s computers without authorization.  Id. at ¶¶ 31-41.  After the 
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AAMC blocked Mr. Shim’s access to their computers, the AAMC had to shut down the affected 

databases for a week in order to assess and repair the damage caused by Mr. Shim’s attacks.  Id. 

at ¶¶ 35-38.  During this time, Mr. Shim continued to direct hacking attacks against the AAMC.  

Id. at ¶¶ 36-37.  The AAMC indicated that it suffered a loss of $31,653.24 from Mr. Shim’s 

activities.  Id. at ¶ 45.  The United States expects that a representative of the AAMC will attend 

Mr. Shim’s sentencing and wishes to make a statement about the case. 

 In March of 2013, the Secret Service questioned Mr. Shim about the hack attacks on the 

AAMC.  Id. at ¶ 39.  Mr. Shim admitted to conducting the attacks during that interview.  Id.  In 

May of 2013, only two months later, Mr. Shim continued to prepare to conduct fraud against the 

AAMC and other victims.  Id. at ¶ 40.   

   Although Mr. Shim has never been in trouble with the law before, id. at ¶ 55, Mr. Shim 

broke this particular law repeatedly for more than a year, did so against multiple victims, hired 

other criminals to aid in his criminal activity, and continued to prepare further fraudulent activity 

even after admitting his crimes to the Secret Service.  Id. at ¶ 40.   

 Therefore, given Mr. Shim’s conduct, both personally and through hired hackers, the 

damage done to the victim, and the repetitive and continuing nature of the offense, even after 

becoming aware that he was under investigation by the Secret Service, nothing short of a 

significant period of incarceration will reflect the seriousness of the crime, justly punish Mr. 

Shim, and adequately deter him and others from committing this crime in the future.   
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V. Conclusion 

 For the reasons stated above, the United States respectfully requests a sentence consisting 

of ten (10) months of incarceration, followed by a one (1) year term of supervised release. 

 
Date: December 6, 2013  Respectfully submitted, 

 
 Neil H. MacBride  
 United States Attorney 

 
 
 By:  /s/ Peter V. Roman  

 Peter V. Roman 
 Special Assistant U.S. Attorney (LT) 
 
 Ryan K. Dickey 
 Assistant United States Attorney
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Certificate of Service 

 I hereby certify that on September 6, 2013, I electronically filed the foregoing with 

the Clerk of Court using the CM/ECF system, which will then send a notification of such filing 

(NEF) to the following: 

Jeffrey M. Hamberger, Esquire 
200 North Adams Street 
Rockville, Maryland 20850 
(301) 309-6444 
jmh@hambergerlaw.com  

 
 I also certify that on December 6, 2013, I will send a true and correct copy of the 

foregoing by email to the following: 

Kelly M. Smihal 
United States Probation Officer 
401 Courthouse Square 
Alexandria, Virginia 22314 
(703) 299-2304 
Kelly_Smihal@vaep.uscourts.gov 

 
 
 

By:  /s/ Peter V. Roman  
Peter V. Roman 
Special Assistant U.S. Attorney (LT) 
United States Attorney’s Office 
2100 Jamieson Avenue, Alexandria, Virginia 22314 
(202) 305-1323 office, (703) 299-3981 fax 
Peter.Roman@usdoj.gov 
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