
UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

 
UNITED STATES OF AMERICA, ) 
  )  
 v.  )  
   )  
MASSOUD HABIBION,  ) 
   ) Case No. CR-11-118 (ESH) 
MOHSEN MOTAMEDIAN, and ) 
   ) 
ONLINE MICRO, LLC, )  
   )  
  Defendants. ) 
_______________________________________) 

 
JOINT MOTION FOR APPROVAL OF THE ISSUANCE OF A SUBPOENA 
DIRECTING THAT YEGANEH ABOUHOSSEIN PRODUCE DEFENDANT 

HABIBION’S IPHONE FOR FORENSIC EXAMINATION  
AND MEMORANDUM OF POINTS AND AUTHORITIES IN SUPPORT THEREOF 

 
Defendants Massoud Habibion, Mohsen Motamedian, and Online Micro, LLC (“Online 

Micro”), by and through undersigned counsel, respectfully move this Court to approve the 

issuance of the attached proposed subpoena,1 directing nonparty Yeganeh Abouhossein to 

produce before trial (1) Defendant Habibion’s iPhone, which she took from him and turned over 

to the Government without Habibion’s consent and which, upon information and belief, is again 

in her custody or control and (2) all communications in any form that Yeganeh Abouhossein sent 

or received with, or otherwise produced from, the iPhone, while it has been in her possession and 

control, which were thereafter deleted from the iPhone (“Related Documents”).  Defendants 

request that Yeganeh Abouhossein be directed to produce the iPhone and Related Documents on 

February 10, 2012, at 10:00 a.m., or another date and time convenient to the Court, at the United 

States District Court for the District of Columbia, for forensic examination to determine whether 

                                                 
1 The proposed subpoena is attached hereto as “Exhibit A.” 
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attorney-client privileged communications have been intercepted and disclosed by Abouhossein 

and to obtain evidence for use at trial.  

I.  INTRODUCION 

 Through this Motion, Defendant seeks to gather evidence that is critical to ensuring  

protections afforded by the United States Constitution, Federal Rules of Criminal Procedure, and 

applicable common law privileges.  During the course of a tumultuous break-up between 

Habibion and his soon-to-be former wife, Yeganeh Abouhossein (“Abouhossein”), Abouhossein 

stole and tampered with Habibion’s iPhone that permitted access to Habibion’s emails.  

Abouhossein refused to return the iPhone to Habibion, and, after he repeatedly demanded she 

return it, she fabricated a story about its disposal.  Because he was falsely led to understand that 

the iPhone was irreparably destroyed, he did not bother to disconnect it from his work exchange 

server, unwittingly allowing the opportunity for his emails to download onto the iPhone through 

a sync with the system. 

Having actually retained the iPhone without Habibion’s knowledge, Abouhossein 

tampered with the device, adding numerous falsely inculpatory and otherwise inappropriate notes 

to various individuals listed in the “Contacts” section, with the intent to ensure Habibion’s 

conviction in this federal criminal case as well as to wrongfully defeat pending divorce 

proceedings against him.   

In furtherance of this purpose, Abouhossein submitted the tampered iPhone to U.S. 

Immigrations and Customs Enforcement (“ICE”) agents, who were involved in the investigation 

of this case.   

The Government conducted a forensic examination of the iPhone and obtained 

inculpatory information that, as represented by Government counsel, it intends to put into 
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evidence at trial.  Upon the completion of the forensic examination, the Government returned the 

iPhone to Abouhossein. Upon information and belief, Abouhossein maintains custody and 

control of the iPhone; however, through counsel, she has refused to return the device to 

Habibion, its proper owner.  Habibion seeks the opportunity to conduct a forensic examination of 

the iPhone in advance of trial to determine whether Habibion’s rights under the attorney-client 

privilege have been violated and to obtain relevant evidence for trial. 

II.   BACKGROUND 

A. Theft of the iPhone 

Defendant Habibion purchased an Apple iPhone in December of 2009 (“iPhone”).  

Habibion employed the iPhone for work and personal use.  Accordingly, his iPhone was 

connected to the exchange server of his business, Online Micro, LLC, so that he could access the 

company network and, inter alia, download his emails. 

In early 2011, Habibion lived with his wife, Abouhossein, and their children in 

California.  During this time, their marriage was extremely troubled.  On or about April 5, 2011, 

while Habibion and Abouhossein were at a function at their daughter’s school, Abouhossein 

snatched the iPhone from Habibion and refused to return it.  Habibion demanded that 

Abouhossein return the iPhone that night and thereafter.  Abouhossein consistently refused to 

return it.  On April 7, 2011, Habibion was arrested and charged in this case. 

After Habibion repeatedly demanded that Abouhossein return the iPhone, Abouhossein 

announced that she had disposed of it by throwing it in a canyon near their house.  Believing the 

device to be gone forever with little risk of discovery or use by another individual, Habibion did 

not take steps to ensure that the iPhone’s password was remotely changed (which would have 

prevented it from connecting with Online Micro’s exchange server); instead, he simply reported 
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to his cellular provider that the iPhone was gone and bought a new phone.  Although the provider 

disconnected the iPhone’s cellular connectivity, a person in possession of the iPhone could 

activate it and connect to a wireless connection.  Such a connection would cause the iPhone to 

sync with Online Micro’s exchange server and thereby download Habibion’s emails onto the 

iPhone. 

During the months following the theft of the iPhone, Habibion and Abouhossein began 

divorce proceedings, and Habibion moved out of the family home.  

B. ICE Examines Tampered iPhone Provided by Abouhossein 

Unbeknownst to Habibion, Abouhossein retained the iPhone.  As will be discussed 

below, upon information and belief, Abouhossein added a great deal of information to the notes 

to many of the individuals listed in Habibion’s “Contacts” section, information that constituted 

evidence of alleged illegal exports to Iran, as well as philandering. 

  According to an ICE Report of Investigation (“ROI”) turned over by the Government, 

“[o]n September 15, 2011, . . . agents met with [Abouhossein] who agreed to turn over a cellular 

phone which was previously owned by . . . Habibion[.]”  (October 28, 2011 ROI, attached hereto 

as “Exhibit B”.)  The ROI provides no additional information as to any statements Abouhossein 

made about the iPhone, if any, so there is no way of knowing what caused the agents to conclude 

that the phone was “previously owned” by Habibion.  Abouhossein also completed a “Consent to 

Search” form, falsely indicating that the iPhone was her property, and that she consented to a 

search of its contents.  (CBP Consent to Search, US-027364, attached hereto as “Exhibit C”.) 

Notwithstanding that Abouhossein had consented to a search of the iPhone, on October 5, 

2011, agents applied for a search warrant for the iPhone.  The affidavit in support of the warrant 

identified Habibion as the subscriber to the iPhone.  The affidavit stated that “Habibion’s spouse, 

- 4 - 

Case 1:11-cr-00118-ESH   Document 62    Filed 01/09/12   Page 4 of 13



who was in possession of the [d]evice, voluntarily turned over custody and control of the 

[d]evice to . . . the agents.” (Search Warrant Aff., relevant pages attached hereto as “Exhibit D”.) 

On October 7, 2011, an ICE Computer Forensic Agent began a forensic examination of 

the iPhone. (November 23, 2011 ROI at US-027359, attached hereto as “Exhibit E”.)  The agent 

identified the iPhone as an Apple, Model A1303, serial number 81938M303NP.  (Id.)   In the 

course of the examination, the examining agent discovered what she believed was a potentially 

privileged email on the device.  According to the ROI, a neutral agent and Assistant United 

States Attorney reviewed the data and determined that no attorney-client privileged information 

was present.  (Id.)   

In the course of her examination of the iPhone, the examining agents discovered several 

notes within the “Contacts” data and brought them to the attention of the case agent.  The ROI 

states that the examining agent “was unable to determine the actual creation date of the contact 

notes,” (ex. E at US-027360), suggesting that the examining agent had at least some doubt as to 

when the contact notes were added.   

C. ICE Returns the iPhone to Abouhossein 

On November 1, 2011, the ICE case agent gave the iPhone back to Abouhossein.  (CBP 

Custody Receipt, US-027361, attached hereto as “Exhibit F”.)  None of the discovery provided 

by the Government explains why the device was returned to Abouhossein. 

D. The Government Discloses What it Found on the iPhone 

Habibion was not alerted when his iPhone was obtained by the Government nor when it 

was searched in early October.  Surprisingly, even the discovery of possibly privileged 

communications on the device did not prompt the Government to notify Habibion of its 

possession of his iPhone.  Instead, through inexplicably belated Government production of the 
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search-related materials on or about December 1, 2011, Habibion’s undersigned counsel first 

learned of the search of the iPhone, which included the contents of the notes in the “Contacts” 

section on the iPhone.   

Review of these notes revealed a set of entries that contain information falsely purporting 

to bear on the pending allegations against Habibion.  For example, the note associated with 

Individual A reads:  “He own [sic] me fred and Max all the computer sold for us in Iran our 

profit each of us $2million so far. he gave fred $4million but mime come soon.”  Another entry, 

for Ron Alikani, outside corporate counsel for Online Micro, states: “He own [sic] me for selling 

parts amd [sic] computer to iran i need some % ask him.”  In addition, a number of the entries 

indicate that the listed individuals, both male and female, are sexual partners of Habibion.   

Any reasonable observer would review these entries and note that they constitute 

incredibly blatant admissions of criminal wrongdoing and philandering conveniently bearing on 

two pending proceedings against Habibion in which Abouhossein has a demonstrable interest.  

Abouhossein has made numerous false and slanderous statements about Habibion and his 

business partners to members of the Iranian-American community in Orange County, California 

that reflect extreme vengefulness and animus.  Because the entries show when they were last 

modified, one can see that the entries containing these manufactured “admissions” were all 

modified during a single one-hour period on a single date, which is reflected as January 10, 

1970.  (It appears that this illogical date shows up because the iPhone ran out of battery and was 

then re-charged before the entries were made.)    

These entries are entirely bogus.  Habibon believes that Abouhossein input them into the 

iPhone in order to negatively impact his federal criminal case in Washington, D.C. and divorce 

proceedings in southern California.  On December 3, 2011, Habibion’s undersigned counsel 
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notified the Government that the iPhone had been stolen by Abhossein, and that the inculpatory 

entries were fraudulent. 

E. Abouhossein’s Recent Statements about the iPhone 

According to another ROI, agents and one of the prosecutors spoke with Abouhossein (in 

the presence of her attorney) about the iPhone on December 12, 2011.  Abouhossein 

acknowledged that she had originally taken the iPhone from Habibion at a school function and 

then refused to give it back to him.  She indicated that it was her intention to use the information 

in the phone against Habibion in divorce proceedings.  Abouhossein acknowledged looking at 

the contents of the phone several times but denied adding any entries to the ‘Contacts” in the 

iPhone.  Nothing in the reports of the meeting indicates that the Government asked Abouhossein 

to return the iPhone.  

F. Additional Information Concerning Abouhossein’s Use of the iPhone 

Habibion and Online Micro were able to perform some informal review of log reports 

relating to network syncing of the iPhone.  From this review, combined with the information 

provided by the Government, it appears that the true date and time that corresponds with the time 

when the iPhone entries were modified is late August 2011.  In addition, it appears that the 

iPhone was successfully synced with Online Micro’s exchange server on November 1, 2011, the 

same date that the Government gave back the iPhone to Abouhussein.  As a result of this sync, 

emails from Habibion’s active email account would have downloaded to the iPhone at that time.2  

Habibion’s active email account contained a number of communications protected by the 

attorney-client privilege. 

                                                 
2   It appears that the November 1, 2011 sync was the last occasion when the iPhone synced with 
the Online Micro exchange server; it may have been the only occasion.  Online Micro changed 
the password on the account on November 9, 2011, and no sync could be effectuated thereafter. 
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G. Habibion’s Efforts to Retrieve the iPhone 

In a phone conversation on December 27, 2011, Habibion’s undersigned counsel asked 

one of the prosecutors why the iPhone had been returned to Abouhossein.  The prosecutor 

indicated that it was his understanding that it had been returned pursuant to standard ICE 

protocols.  The prosecutor also confirmed that the Government had not tried to retrieve the 

iPhone from Abouhossein. 

Finally, during this past week, Habibion’s California criminal counsel contacted 

Abouhussein’s California criminal counsel to informally request the return of the iPhone.  

Abouhussein’s counsel refused the request while noting that she was not conceding that 

Abouhussein still maintained possession of the iPhone. 

H. The Government’s Current Position on Use of Evidence from the iPhone 

 On January 6, 2012, the Government notified undersigned counsel that it will seek to 

admit evidence derived from the iPhone during Defendant’s trial. 

III.  ARGUMENT 

Pursuant to Federal Rule of Civil Procedure 17(c), the Court is authorized to and should 

approve the issuance of the proposed subpoena and direct Aboushossein to produce the iPhone 

and Related Documents for forensic examination in advance of trial to obtain evidence that 

Habibion may use at trial and that may be relevant to the interception of privileged 

communications.  Federal Rule of Civil Procedure 17(c) authorizes the use of a subpoena to 

compel the production of physical evidence for examination before trial.  United States v. 

Messercola, et al., 701 F. Supp. 482, 483-484 (D.N.J. 1988); see United States v. DeBolt, Crim. 
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No. 5:09CR24, 2010 U.S. Dist. LEXIS 111204, at *7 n.3 (N.D. W. Va. Oct. 19, 2010) (“A 

subpoena deuces tecum is the vehicle for securing production of documents and things at a 

specified time and place either before or after the time of trial.”) (citing 2 Wright, Federal 

Practice and Procedure:  Criminal 2d § 271 at 134).  Specifically, Rule 17(c) provides: 

(c) Producing Documents and Objects. 
(1) In General.  A subpoena may order the witness to produce any books, papers, 
documents, data, or other objects the subpoena designates.  The court may direct 
the witness to produce the designed items in court before trial or before they are 
to be offered in evidence.  When the items arrive, the court may permit the parties 
and their attorneys to inspect all or part of them. 
 

Fed. R. Crim. P. 17(c). 
 
 Rule 17(c) is intended to expedite trial by providing a time and place before trial for the 

inspection of subpoenaed materials.  See Bowman Dairy Co. v. United States, 341 U.S. 214, 220 

(1951).  To justify pretrial production of physical evidence and the issuance of a Rule 17(c) 

subpoena to third parties, the movant must show:   

“(1) that the documents are evidentiary and relevant; (2) that they are not 
otherwise procurable reasonably in advance of trial by exercise of due diligence; 
(3) that the party cannot properly prepare for trial without such production in 
advance of trial and that the failure to obtain such inspection may tend 
unreasonably to delay the trial; and (4) that the application is made in good faith 
and is not intended as a general “fishing expedition.”   

 
United States v. Nixon, 418 U.S. 683, 699-700, superseded by statute on other grounds as stated 

in Bourjaily v. United States, 483 U.S. 171 (1987).  Thus, the moving party must meet only the 

simple test of “(1) relevancy; (2) admissibility; and (3) specificity.  Id. at 700; see United States 

v. Nachamie, 91 F. Supp. 2d 552, 563 (S.D.N.Y. 2000) (suggesting that, under this standard, the 

only test to be applied to a defendant seeking to obtain evidence from a third party is “whether 

the subpoena was:  (1) reasonable, construed using the general discovery notion of “material to 

the defense;” and (2) not unduly oppressive for the producing party to respond.”).  The materials 
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sought by Rule 17(c) subpoena need not actually be used in evidence; rather, “[i]t is only 

required that a good faith effort be made to obtain evidence.”  United States v. Messercola, et al., 

701 F. Supp. 482, 485 (D.N.J. 1988) (quoting Bowman Dairy Co., 341 U.S. at 219).  The D.C. 

Circuit applies Rule 17 to allow for the “fullest presentation of facts and [lead] away from the 

notion of a trial as a game of combat by surprise.”  Fryer v. United States, 207 F.2d 134, 136 

(1953).  “A subpoena for documents may be quashed if their production would be ’unreasonable 

or oppressive’ but not otherwise.”  Nixon, 418 U.S. at 698. 

Here, directing Abouhussein to produce the iPhone for forensic examination before trial 

is appropriate under Rule 17(c) because Habibion is engaging in a good-faith effort to obtain 

identified evidence that is relevant and necessary to his defense, especially given the 

Government’s plan to use evidence at trial that it already obtained from the iPhone.  (While the 

Government has disclosed an image of the iPhone, the original device will be of assistance in 

confirming the timing of the modified entries.)  In addition, Habibion must determine whether 

Abouhosseion has accessed and disclosed privileged communications in the form of emails 

downloaded onto the iPhone and, if she did, whether she also shared those communications with 

the Government’s agents.  Moreover, the evidence that Habibion seeks to obtain through this 

subpoena is not otherwise procurable reasonably in advance of trial by the exercise of due 

diligence because, absent a forensic examination of the iPhone, there are no other means by 

which Habibion can obtain the information that can be uniquely gleaned from the iPhone.  Such 

examination will take time and requires an expert.  Without pre-trial access to the iPhone, 

Habibion’s counsel cannot properly prepare for trial, which is why pretrial production is 

necessary.  Among other things, examination of the iPhone may reveal that communications 

protected by the attorney-client privilege were accessed by Abouhossein.  We will then need to 
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determine whether she disclosed the communications to the Government, perhaps while 

obscuring the source.  Accordingly, the Court should grant Habibion’s Motion, approve the 

issuance of the proposed subpoena under Rule 17(c), and direct Abouhussein to produce the 

iPhone and Related Documents on February 10, 2012, or another date and time convenient to the 

Court, so Habibion can obtain a forensic examination of the iPhone.   

If the Court grants this Motion, following service of the subpoena on Abouhossein, 

undersigned counsel will contact Abouhossein’s California attorney to discuss whether the 

iPhone and Related Documents can be produced to Defendants without requiring Abouhossein to 

travel to the Court. 
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IV. CONCLUSION 

 For the foregoing reasons, Defendants respectfully request that the Court to grant the 

Motion and approve the issuance of the attached proposed subpoena, directing nonparty Yeganeh 

Abouhossein to produce Defendant Habibion’s former iPhone and Related Documents before 

trial for forensic examination.    

 

Dated: January 9, 2012 Respectfully submitted, 

/s/       J. Patrick Rowan    

J. Patrick Rowan (D.C. Bar. No.: 424268)  
MCGUIREWOODS LLP 
2001 K Street, N.W., Suite 400 
Washington, D.C.  20006-1040 
(202) 857-1758 

 
Counsel for Defendant Massoud Habibion 
 
 

/s/       John Moustakas     

John Moustakas (D.C. Bar No.: 442076) 
Richard L. Matheny III (D.C. Bar No.: 468761) 
GOODWIN PROCTER LLP 
901 New York Avenue, NW 
Washington, DC 20001 
(202) 346-4236 
 
Counsel for Defendants Online Micro, LLC and 
Mohsen Motamedian 
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CERTIFICATE OF SERVICE 
 

 I hereby certify that on this 9th day of January, 2011, I electronically filed the foregoing 
Joint Motion for Approval of the Issuance of a Subpoena Directing that Yaganeh Abouhossein 
Produce Defendant Habibion’s Former iPhone for Forensic Examination and Memorandum of 
Points and Authorities in Support Thereof with the Clerk of the Court for the United States 
District Court for the District of Columbia by using the CM/ECF system.  I certify that all 
participants in the case are registered CM/ECF users and that service will be accomplished by 
the CM/ECF system.   
 

   /s/      J. Patrick Rowan  
        J. Patrick Rowan 
 

The following are entitled to be notified of the entry of this proposed order: 
 
   T. Patrick Martin 
   Assistant United States Attorney  
   United States Attorney's Office for the District of Columbia 

555 4th Street, NW 
Washington, DC 20530 

 
Anthony Asuncion 
Assistant United States Attorney  
United States Attorney's Office for the District of Columbia 
555 4th Street, NW 
Washington, DC 20530 
 
Jonathan C. Poling 
Trial Attorney 
Counterespionage Section 
National Security Division 
U.S. Department of Justice 
950 Pennsylvania Avenue, N.W. 
Washington, D.C. 20530 
 
Counsel for the United States of America 
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